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Terminology Seen Snagging Data Flow Efforts
By jake Kirchner
CVV Washington Bureau
WASHINGTON,
D.C.

-

More precise terminology and
a better understanding of the
issues involved are essential to
greater IJ.5. cooperation in the
international effort to resolve
the transborder data flow con¬
troversy, according to a recent
analysis.
The analysis, the product of
an American Federation of In¬
formation Processing Societies
(Afips) panel on transborder
data flow, was presented to
the State Department, in May
and made public here late last
month.
The study is in the form of
12
Observations on Transborder Data Flow." It attempts

to "define what the issues
are,"
an Afips spokesman
said.
The Afips panel is address¬
ing the technical aspects [of
transborder data flow] in hopes
of making them more suscep¬
tible to clear analysis," accord¬
ing to Alexander D. Roth, di¬
rector of Afips’ Washington
office and a member of the
panel.
The Afips observations were
distributed to the interagency
Task Force on Transborder
Data Flow and the State
Department's
Subcommittee
on Transnational Data Flows
of the Advisory Committee on
Transnational Enterprises.
The task force is a govern¬
ment panel established by the

State Department and char¬
tered by a National Security
Council directive. It includes
representatives from the de¬
partments of State, Justice and
Defense, the Federal Commu¬
nications
Commission,
the
National Bureau of Standards,
the National Security Council
and the National Telecommu¬
nications and Information Ad¬
ministration.
The task force is the primary
formulator of U.S. policy in
the area of transborder data
flow. The State Department
Subcommittee on Transna¬
tional Data Flows is an advi¬
sory group of individuals
from the private sector or¬
ganized under the guidelines
of the Public Advisory Act.
'Excellent Analysis'
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No Absolute Security
However, the panel noted, "it
is not likely that it is possible
at the present time to provide
absolute security in a com¬
puter-based
recordkeeping
system, especially so in a mul¬
tiuser, transnational system
involving processing facilities
and communications systems
in several countries. Thus," it
concluded, "any legal require¬
ments for very high degrees of
security are infeasible to com¬
ply with.
The panel also advised gov¬
ernment entities that although
the possibility of data havens
in countries with no or fewer
data protection requirements
is real, "the state of the art of
compliance verification is not
very advanced and an organi¬
zation could evade privacy
protection requirements in its
home country just as effec¬
tively."
Groundless Fears
Turning to the concerns of
private
organizations,
the
panel called groundless the
fear on the part of multina¬
tional corporations that cer¬
tain countries would use data
protection laws to institute
curbs against foreign DP serv¬
ice vendors.
"These laws presently apply
only to personal data on indi¬
viduals and, thus, cover a rela¬
tively small fraction of data
flows over computer commu¬
nications networks," the panel
noted.
Tariffs,
duties
and
high
charges for communications
services in the country seek¬
ing protectionism may be a
more likely means, it added.
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Sovereignty Concerns
Addressing the impetus for
data protection laws, the Afips
group said "national sover¬
eignty/vulnerability concerns
of some countries regarding
transmission from their coun¬
tries of large amounts of per¬
sonal and business data for
processing and storage abroad
must be taken seriously.
"The development of credi¬
ble techniques to assure secu¬
rity, integrity and continuous
availability of this data and
the data processing support
(an important objective of the
vendors of transborder data
processing services) may be

able to
cerns."
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A State Department spokes¬
man
for
the
two groups
described the Afips document
as "an excellent analysis of the
problem.
The observations
constitute "one of the best pa¬
pers I've seen on this subject,"
according to Morris H, Craw¬
ford, director of the depart¬
ments Office of Science and
Technology Affairs.
We used a lot of their think¬
ing in drawing up our position
on the OECD effort — the
ongoing attempt by the Orga¬
nization for Economic Coop¬
eration and Development to
formulate
an
international
agreement on transborder data
flow [CW, Aug. 28].
Afips' Roth said the panel's
observations were just one
product of its work and that
other, private communications
have been delivered to the
State Department by panel
members.
The panel, chaired by Prof.
Rein Turn of California State
University in Northridge, was
recently organized into 11
working groups whose vari¬
ous tasks should be completed
by April, when the panel
hopes to produce a final re¬
port.
The panel's observations re¬
flect the views of its members
and do not constitute an offi¬
cial Afips position statement,
Roth noted. He called the
panels work one of the first
well-defined
and
well or¬
ganized efforts to consider the
"nuances of transborder data

flow.
A primary finding of the
panel, according to Roth, is
that terminology is causing
confusion. For example, what
is called "privacy protection"
in the U.S. is called "data pro¬
tection” in Europe.
A problem arises, the panel
said, when it is not clear
whether the European term
covers all types of data — not
just personal information and
not only automated records,
but also any international
transmission of information,
which could also affect news¬
papers, television broadcasts,
and even books and journals.
In addition, some transbor¬
der data flow proposals might
extend privacy/data protec¬
tion to cover
legal persons"
(corporations
and
various
other organizations).
"This
certainly would have signifi¬
cant impacts on marketing,
product
development
and
pricing and on competition in
general in national settings,"
the panel observed.
Further, broadly written stat¬
utes that would include nonautomated
transmissions
might succeed in reducing cir¬
cumvention of data protection
restrictions, but might also
provide
an
occasion
for
"wholesale censorship," the
panel warned.
Another problem in termi¬
nology, the panel said, is to
clearly define who would be
responsible for meeting data
protection requirements — the
organization
in
the
home
country that contracts for data
processing services abroad,
the service vendor or both.
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U.S. Says It Won't Support
Draft Transborder Data Pact
By Jake Kirchner
CW Washington Bureau
WASHINGTON, D C. - The State
Department has notified the Council
of Europe (COE) that the U.S. is not
prepared to back the present draft of
the COE International Convention on
Data Privacy.
In a position paper presented at a re¬
cent meeting o f the COE committee
drafting the agreement on transborder
data flow and personal privacy protec¬
tion, the State Department said the
U.S. finds certain provisions of the
agreement troublesome and unaccept¬
able.
The U.S. position paper, not yet
made public, reportedly was received
with disappointment by the committee
members, who had hoped for a more
favorable U.S. response to the draft
agreement.
The U.S. told the committee at the
Oct. It) meeting at COE headquarters
in Strasbourg, France, that "the draft
convention does not fit our conception
of what an international agreement
should be like at this stage of the
game, according to Morris H. Craw¬
ford,
director
of
the
State
Departments Office of Science and
Technology Affairs.
The present working version of the
agreement is "inadequate, Crawford
said, because it addresses only records
subject to automated data processing.
The U.S. is working toward legislation
to protect individual records and per¬
sonal privacy regardless of the method
of storage or processing.
'Most Telling Defect'
But "the most telling defect of the
Council of Europe’s conception of a
convention," according to Crawford,
"is that it would require, in our reading
of it, a fairly elaborate enforcement
mechanism," a mechanism that "seems
excessive to U.S. policymakers.
Countries that sign such an agree-

Monthly Covers
Data Moving
Across Borders
BROOKLINE, Mass. — A monthly
newsletter entirely devoted to the sub¬
ject of transborder data flow' is being
published
by
Information
Gate¬
keepers, Inc. here.
Information Gatekeepers is introduc¬
ing the
TDF Newsletter
"to keep
business and government apprised of
activities as they happen around the
world," according to the firm's presi¬
dent, Dr. Paul Polishuk. He said the
periodical has the following objectives:
• Complete coverage of bills and laws
affecting transborder data flow.
• Analysis of decisions affecting the
free flow of information between na¬
tions and assessing the resulting im¬
pact on business.
• Reportage of major activities, deci¬
sions, meetings and other sources of
information germane to transborder
data flow.
An annual subscription to the news¬
letter costs $75. Information Gate¬
keepers is at Suite 212, 167 Corey
Road, Brookline, Mass. 02146.

ment would have to institute elaborate
policing measures to ensure reciprocal
data protection from other signatories,
he said.
The State Department is also con¬
cerned about an enforcement provi¬
sion in the draft that assumes a "cen¬
tral authority" would be set up in each
country to guarantee compliance with
the data protection law.
There would be a potential for the
central authority to gather into itself
large amounts of personal information
with no restrictions
on its use,
according to the author of the U.S. po¬
sition paper, Lucy A Hummer, State
Department Deputy Assistant legal
advisor.
The draft agreement envisions the
"central authority" in each country
acting as a clearinghouse for all re¬
quests from citizens of foreign coun¬
tries for information concerning their
personal records maintained abroad.
The entity w'ould also be responsible
for investigating alleged misuses of
personal records.
Such an entity, Hummer pointed out,
could be a considerable threat to per¬
sonal privacy. Although the U.S.
would not agree to such a proposal, ac¬
cording to Hummer, it is in line with
the thinking in European countries,
where governments tend to act as "pa¬
ter familias, assuming extensive so¬
cial responsibility for their citizens.
The U.S. also has strong objections to
the draft convention's "elaborate regis¬
tration requirement," Hummer said.
The COE committee is recommending
government registration of individual
data files and record systems, a posi¬
tion the U.S. finds "troublesome and
contrary to the thrust of this country's
privacy laws, she added.
Hummer would not speculate on
what effect the U.S. position might
have on the COE draft committee,
pointing out the agreement is aimed
only at European countries. But, she
said,
the COE
does
hope nonEuropean countries will find the final
agreement acceptable and become
signatories.
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you become a confident, more competent COBOL programmer

COBOL Part I teaches beginning students how to write structured code that
works.
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Written by Edward Yourdon, Chris Gane, and Tnsh Sarson, the book

serves as a sound introduction to structured programming using COBOL

Now

The COE, comprised of 20 Western
European countries, has been working
on the data protection convention for
several years, and more meetings on
the subject are scheduled.
Crawford noted there is a "substan¬
tial area of disagreement" within the
COE itself over the present draft of the
convention. Considering the disparity
of national legislation on privacy and
data flow in Europe, the dissension is
not surprising, he observed.
Explaining that COE members are
trying to embrace the various national
laws in one agreement, he said that "as
a diplomatic problem, it is almost an
impossible task they have set for
themselves."

available in a new, second edition, this classic 280-page text first presents the

Although the COE might eventually
produce a document acceptable to its
member countries, if the present ver¬
sion is any example "the convention
would have to be changed substan¬
tially for the U.S. to become a signa¬
tory to it," Crawford said.
The co nvention is still in the drafting
stage and might very well undertake
the "substantial changes" necessary to
gain U.S. acceptance, he also noted.

Cure me of COBOLitis, now!

basic steps of a simple computer project, introducing progressively difficult lev¬
els of detail later.
Doing Arithmetic;

Topics include Processes, Decisions & Loops. Defining Data;
Developing Programs;

Program Logic;

Data Entry & Re¬

trieval; Index.
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Tables; Advanced I/O Techniques; Sorting & Merging; Testing & Debugging;
Efficiency & Optimization, Index.
If you’ve grown to like sweaty palms and double vision, there is another reason
to buy these books:
$22.50.

Order the set today, and get a special package rate of

But don’t delay.

After January 1. 1979, each book will cost you SI 5,

and your COBOLitis may become terminal.
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